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1 Executive summary

WP 2.3 details the learning materials of the Advanced Industrial Informatics Specialization
Modules (AlISM) related to the Mobile and Cloud Computing Platforms.

The contents of this package follows the guidelines presented in the MDU’s documentation of
the WP 1 (Mobile and Cloud Computing Platforms)

e The PBL methodology was presented in WP 1.1

e The list of the module’s chapters and the temporal scheduling in WP 1.2
e The required human and material resources in WP 1.3

e The evaluation in WP 1.4

The rest of the document is organized as follows: Section 2 introduces the course and the
outlines. Section 3 details the lectures, divided in subsections for each chapter. Section 4
describes the labs. There is a special subsection for each chapter. Section 5 gives an overview
to the seminars. Each seminar has its own subsection. Finally section 7 lists the bibliography
and the references.

2 Introduction

This chapter will cover the security related issues that a system connected to the internet
might experience, suggest solutions and discuss the role based access control approach. 2
Lectures will be conducted mainly focusing on security in mobile communication and
security and control.

At the end of the lecture, the students will be able to:
e Understand the basics of security related issues
e Start implementing a simple role based access control to their projects

3 Lectures

The lecture 1 in this chapter introduces computer security and the need for it in embedded
systems. It outlines the template for a threat model [2][3] after positioning security in the big
picture of dependability [1]. Later, some of the most common computer security threats [4]
[5] [6] 8] [9] [11] [12] are discussed using the threat model discussed earlier, and a real
world example where computer security was compromised that lead to significant losses is
discussed. Lecture 1 of this chapter is accessible in file Lecture 9_Security-1.pptx.

Lecture 2 presents some of the ways to secure computer systems that are of interest to this
course. Specifically, it discusses cryptography, virtual private networks and role based access
controls to secure computer systems. Further, the role based access control mechanism is
discussed in detail. Lecture 1 of this chapter is accessible in file Lecture 10_Security-2.pptx.
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4 Lab

This chapter consists of two labs aimed at strengthening the fundamentals of students in the
area of computer security. In the first lab, students use a famous open source web application
called webgoat [13] that is widely used for training security professionals to actually exploit
some of the threats discussed in the lectures. This will enable students to understand the
intricacies involved in securing embedded systems.

In the second lab, the students will implement role based access control for the mobile app
that controls the water tank controller. Specifically, the students will implement two roles:

User- can only get readings and monitor for alarms
Admin- can get readings as well as set the values of temperature, water level etc

5 Seminar

In the seminar corresponding to the first lecture, the students are expected to write a 1-page
report that discusses the solutions of the lab. They are also required to discuss the possible
strategies that could have been adopted to prevent a STUXNET like incident: The Real Story
of Stuxnet, http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet/

In the seminar corresponding to the second lecture the students are expected to write a 1-page
report where they discuss the solutions for the lab, especially answering the following
questions:

Is this the best solution?

Can the security be breached, e.g., using any of the techniques that you learned?
How can you further improve security?

What are the challenges involved in securing such systems

6 Miniproject

In the first miniproject, the students will write a 4 page report on how they can apply security
concepts for embedded systems

Merits

Demerits

Some recent advances

Open problems

In the second miniproject, the students will perform a literature survey on encryption
techniques, with particular focus on mobile devices and embedded systems:

State of the art

Impact on size, weight and power constraints
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Emerging challenges
Open problems
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